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isten to people, rely on data

search anywhere framework




Search Anywhere Framework - cordinate center
of data analysys in your company

The only platform with Search Anywhere,™ ﬁ />
combining data from all sources into a hybrid
repository for instant search and analysis (@ (&)




Finding new Improving the Cybersecurity Prediction and
business efficiency of business incident transparency of IT
opportunities processes management infrastructure



platform can grows
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platform can grows
with your needs
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platform can grows
with your needs
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Use your installation of any size for fullest
potential withiflexible pricing

99 search units

10 search units

%@‘
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SAF benefits

N
0 Low entry threshold, fast

results

Modularity and scalability

Universality and flexibility

We can start'with a
PoC project in any of the
functional areas.

Switching to production
operation mode is one click

away.

Decided to add new tasks to
your functional outline?

Don't overpay for data and
modules that are already
installed.

Hundreds of analytical
language commands,
customizable logic and
visualizations.

We will teach everything to
your specialists - add
new skills and develop the
system on your own.




data therapy: diagnoses of digital diseases

digital feudalism
KPl-anxiety, paranoia

painful bloating of the IT budget



Maxim Kirienko
Head of Presale SAF Systems

In-depth case studies of SAF




Security Data Lake for Federal-Level Financial Regulator

A federal financial regulator responsible for monetary policy, financial stability, and
the supervision of financial markets and institutions. It requlates monetary policy,
manages foreign exchange and gold reserves, supervises financial markets and
institutions, and ensures the smooth functioning of the payment system.

s N\ . A
[\ Goals {/ Challenges
building a disaster-resilient, geographically » centralized search across disparate data storages
distributed platform for collecting and analyzing * implementation of a technical platform for the
information security events across various segments detection and response to information security
of the computing infrastructure. incidents
« functional refinement of the platform according to
implementing a unified Security Data Lake for prompt the specialized requirements of the client
detection and response to information security « training of Bank specialists for independent
incidents. administration and system development




> key results

4 TB/d

Indexing data

monitoring the
computing
infrastructure of the

digital
currency

150+

active users

specialized training courses for employees

300+

data sources




Security Operational Center for Industrial Holding

Q Goals

establishing the Security Operational Center is to
enable real-time cyber attack detection and response,
as well as continuous IT and cybersecurity monitoring.

Q Challenges

express cybersecurity audit

instrumental penetration test

full coverage of necessary data sources

service desk integration for automate tickets
workflows

24x7 operators and cybersecurity analytics workflow
implementation




> key results

100+ 550%

30+ new correlation false positive
type of data rules mt;evv decrease
sources i

10+

corporate
domains with

15 TBId data crawling
’

Indexing data



IT&Sec monitoring for Global Classified Site

ranked among the Top 10 global internet services for posting ads about products,
job vacancies, and resumes in the job market, as well as services from individuals

and companies. Monthly audience of over 60 million people.

N\
[\ Goals {/ Challenges
In one quarter migration from a cloud-based SIEM e Quickly train the entire team
installation to in-house computing resources, « Shift SOC business process to Search Anywhere
ensuring the transfer of existing tailor-made Framework
cybersecurity content-pack and data-sources » create new tailor-made correlation rules by
pipelines. customer tech staff




> key results

2,5M EPS

dataflow from IT
infrastructure

laaC
Cl/CD for testing
1°K + and deploying all
Servers in configurations
monitoring
system

flexible

role model
allows access for
everyone and
goes beyond
SIEM



We know how to migrate from existing solution

ArcSight @ QRadar

> (& (@

Splunk Sentinel
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&)



@ Sesnth
Show dates '

search
Last 14 hours

ce suf,apache

souf

1-11-2022 114910t 02-1 1-2021 11:4910)
o

b4 documents matched i0 71 ms (0
5
p———
Q ” ——
e Q100 o4 00
5 values, 100 00% of evenls
Documents (224 Sratisucs Vig Evmlcaum.ul
s Wi 5.1 svl. uET CLR 1 1.64322) LALLE 5385 clLigntip: hS.«B.'&‘:).ZSB ov'nt.u!
gen coordmlus.\nnx -17& bLba306 qeu.ﬂutt LN gno.src: 10 g®
; 31’1172‘;&720 auRary null Pt Aol
/4.0 (c‘ﬂonibu; Hsit

| ems
/Lyt 208 538% o s *morilld

Filim
-h\ockor.csn W

e



|

Cybersecurity

4{ MITRE ATT&CK

-

SAF Bundles

modular solution

Compliance

4{ Microsoft Exchange ]

4{ NetMap ]
\

1

Pipe TwinTech




build your own
monitoring solution
based on SAF Modules




Here is Jolly Meal

Jolly Meal is one of fast development B2C company with goods delivery service

/

5+ million dollars
revenue per year

~N

10 000+

customers

-

50+

IT developers

~N

GCC

location

4 )
150+
employees
\_ J
4 )
7%
employees growths
\_ J




workstations

50+ employees,
6 departments

cyber
security

core
business

Ve

client services

servers network SIEM
Active Directory, VPN, Incidents,
Mail, Finance, DMZ, SLA
HR services, Internal

Service desk,

Production
enviroments

security systems

Anti-malware,
Anti-spam,
DLP,DNS
Firewall, IPS
Web proxy

Marketing
Delivery status
Orders status

support

SLA,
Number of tickets,
Resolution rate,
Average reply time




Let's be in the role of Jolly Meal employee



£ saf.talks
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demo SAF
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data university:
business antifragility
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radar



% saf.talks



£ saf.talks

business dinner

v

benefits for corporate
clients & partners

overview usecases

&)



Vendor and Integrator Synergy

" We commit to delivering a turnkey project tailored to your A

specific-needs and operational context. This
comprehensive service ensures that from the initial sale to
the final implementation, every aspect of your project is

" aligned with your unique requirements and specifications. =

% saf talks



Flexible Deployment Options

We recognize the diversity in our clients’ infrastructure
preferences and requirements. SAF Systems stands out by
g offering both on-premise and cloud solutions without bias. 5

£ saf.talks



Competitive Cost Advantage

SAF Systems is ready to stand up to direct price A
competition. A case study comparing our solution for MSSP
SOCin 2024 with a competitor revealed a /6%

optimization in Total Cost of Ownership (TCO) ,

£ saftalks

z—
ar
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business dinner

ms

coffee break
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understanding antifragility in business

[T
@

f

.
r‘

\.

explore the concept of antifragility as the )
ability to grow stronger through exposure to
risk, uncertainty, and disruption )
How can organizations leverage this principle A
to not only survive threats but also improve
resilience and adaptability? )

% saf.talks



understanding antifragility in business

Example: software company

% saf.talks



Cybersecurity as a Business Immune
System:

r D

@ analyze how cybersecurity functions like an
_ Immune system for digital businesses

\\

Why is it important not just to protect but also
@ to learn from incidents?

Which adaptation strategies work best in the
\face of digital threats?

_/
% saf.talks



How Stress Testing Helps Businesses
Become Stronger?

@ " Examples with fishing and social
_engineering )
s, )
How to properly model crisis situations?
@ Why are real-life emergency drills more
\effective than formal reports? Y

% saf.talks



embracing Black Swan events and
catastrophic risk mitigation

O

(" — . .
discuss the importance of focusing on

& rather than minor threats

" how can organizations allocate resources
effectively to mitigate the risks of rare but

~ threats to self-requlate?

defending against catastrophic cyber events

highly impactful attacks, while leaving smaller

J

% saf.talks
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-y

business dinner

roundtable: discussing current
challenges and solutions



business insides
from our partner

Alexey Orekhov
NN2] CEO NN2 Group




Audits (IT, IS)
and Pentests

about us

SAF
Integration

SAF
Development



Wmodule
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PCl DSS: Overview

Service Models + Create a model Selected datetime

°w e PCIDSS 2025-04-13 14:47 G Current date £33

= Qs

/’——‘ 1. Install Security Controls
k‘ 2. Apply Secure Configurations

Secure Network

3. Protect Stored Data
Account Data Protection
4. Encrypt Data Transmission

_____————@ 5. Prevent Malware

Vulnerability Management

@ 6. Develop Secure Systems

@®- PCIDSS

7. Restrict Access

Access Control 8. Authenticate Users

\. 9. Physical Access Control

10. Log and Monitor

—_‘\——-——. 11. Regular Security Testing

Network Monitoring

Security Policy 12. Information Security Policies




PCI DSS: Summary
66.37

COMPLIANCE PERCENT

159

AUTO METRICS

455

TOTAL METRICS

145

CRITICAL METRIC

Compliance Control Types Overview Metric States Overview

Warn: 3.5% (16)

Auto: 34.9%
Critical: 31.9% (145)

Manual: 65.1% Normal: 64.6% (294)



@ our modules

Apache Kafka Kubernetes VMware Advanced Log

Manager



g

apache kafka | functional features

Monitoring of Apache Kafka cluster state.

Monitoring of data flow on the cluster;

Monitoring of JVM.

Management of Apache Kafka cluster state (topic operation, consumer

group deletion).



apache kafka | interface

3 3 1 13

Brokers Online Controllers Online Active Controllers Total Amount of Topics

0 /8 o)

cated Partitions Online Partitions Offline Partitions

1698.017 2031.40 6078669

Messages In Per Sec (avg) Total Messages In

State and Status of Nodes

Broker IP-address Role State Status
Broker_3 10.4.5.10 Broker observer
Broker_2 10.4.5.9 Broker observer
Broker_1 10.4.5.8 Broker observer
Controller_2 10.4.5.12 Controller leader
i PR P Toltower
Topic Creation
CPU Usage, ms (chart)
Topic Name Partitions Replication Factor
1 1
50
Topic Deletion a0 B Controllsr 2
B Controller_1
Topic Name o " Broker_1
o
20 B Eroker 2
Adding Partitions to a Topic B Controller 3
10
Topic Name Partitions
14:40 1450 1500 15:10 15:20 15:30

w




g

« General monitoring of the system on which the module is installed;

kubernetes | functional features

« Monitoring of the Kubernetes installation;

« Monitoring of the Kubernetes component tools;

- Management of the Kubernetes cluster parts (nodes and pods),

- Command execution from within the cluster podsthrough the module interface;
« Podlog file viewing capabilities;

« Management of resource reallocation in the cluster.



kubernetes | interface

1997 1 948

Inbound Network Traffic per Interval, MB Qutbound Network Traffic per Interval, MB

Inbound Metwork Traffic per Interval, errors Inbound Network Traffic per Interval, dropped packets Outbound Network Traffic per Interval, errors

Total CPU Utilization by Time, %
Inbound Network Traffic per Node, MB

@ kuber-worker-1
@ kuber-worker-2
W9 kuber-worker-3
@B kuber-worker-4
@ kuber-master-2
@B kuber-worker-5

kuber-master-1
@ kuber-master-3

Containers Replica Sets

Current Cluster Resource Load

Host CPU, % RAM, % Disk Space, %
kuber-master-1 9.82 78 50
kuber-master-2 10.33 a3 41
kuber-master-2 831 [0 az
kuber-worker-1 3.98 88 45
kuber-worker-3 6.14 89 68
kuber-worker-4 10.04 &7 55

kuber-worker-5 8.74 30 a7




vmware | functional features

Inventory of ESXi Hosts and virtual machines;

Monitoring of configuration, general state and workload of ESXi Hosts and virtual

machines;

Information about VMware cluster components (VM snapshots, datastores, virtual

routers);

Management of hosts, virtual machines and their snapshots.



vmware | interface

[ ] 3
VM Name
Datastores Filled <80% Datastores Filled >%0% Datastore Space Allocated for Powered Down VMs, GB
Datastore Disk Space Load
Datacenter Cluster VMware Host Datastore Datastore Capacity, GB Used Space, % Used Space, GB Free Space, GB
NN2 Cluster DRS 192.168.35 VM-SANL 20478 31 639.8 1408
NN2 Cluster DRS 192.168.39 VM-SANL 20478 31 639.8 1408
NN2 Cluster DRS 192.168.35 ESXiSystem 1 26753 k) 207 5683
NN2 Cluster DRS 192.168.35 ESXiSystem 1 26753 i) 21066 568.6
NN2 Cluster DRS 192.168.35 ESXi System 2 4583 66 306.4 1518
Transfer VM to Another Datastore NN2 Cluster DRS 192.168.35 ESXi System 2 2583 66 306.4 1518
NN2 Cluster DRS 192.168.3.9 ESXiSystem 3 52373 n 582.3 46549
VM Name Host Name Datastore Name
NN2 Cluster DRS 192.168.35 VM HOD Store 18628 80 14932 3695
NN2 Cluster DRS 192.168.35 VM HOD Store 2 9313 k) 7316 1997
NN2 Cluster DRS 192.168.35 VM S5D Store 17883 39 02 10862

I

CPU Utilization by Virtual Machines, MHz

100

Number of VMs

30 20

VMs Tumed On Vs Turned Off

Virtual Machine Status

Datacenter Cluster ESXi Host M State Path
N2 Cluster DRS 19216835 A0-Dev poweredoff NN2\Cluster DRS\192.168.3.5\A0-Dev
NN2 Cluster DRS 192.16835 AQ-Friends poweredon NN2\Cluster DRS\192.168.3.5\A0-Friends zo0o B Kafka_SM _Single
NNz Cluster DRS 19216839 AO-Linux-DEV poweredOn NN2\Cluster DRS|192.168.3.8\A0-Linux-DEV f ML-WAR
NNZ Cluster DRS 19216836 ASAY poweredoff NN2\Cluster DRS\192.168.3.6\ASAY @ oldiuber_master_1
N2 Cluster DRS 19216835 Bacula-BackUp poweredOn NN2\Cluster DRS|192.168.3.5\Bacula-BackUP vCenter v@
NNZ Cluster DRS 19216835 o) poweredOn NN2\Cluster DRS|192.168.3.5\CA 1000 W Test_Click_2_103
NNz Cluster DRS 19216835 €5C-Rocky-iSCS| oweredoff NN2\Cluster DRS|192.168.3.5\CSC-Rocky-1SCS
v P A\ \ \ v @ =xchange.corelocal
NNZ Cluster DRS. 19216835 Cronus oweredOff NN2\Cluster DRS\192.168.3.5\Cronus.
C @ Kafka Broker_2

N2 Cluster DRS 19216836 DCTest_2016 poweredOn NN2\Cluster DRS|192.168.3.6\0C Test_2016

o Test_Click_1_102
N2 Cluster DRS 19216835 Gitlab poweredOn NN2\Cluster DRS|192.168.3.5\GitLab

B olckuber_worker_1
20
@ oldkuber worker 2

1130 1140 1150 1200 1210
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advanced log manager | functional features

Connect to a remote server to access log files or download a local file;
Tree view structure of available files, with search by name or content;
Line-by-line delimited viewing of files with line numbering and visual separation;
Two modes of operation:

o Normal file viewing (for in-depth analysis);

o Monitoring.
Flexible configuration of access to servers, files and data (roles and masking);
Data upload to local device or OpenSearch index;
Filtering and highlighting capabilities: full-text search, timestamp search.



Import file

X Monitoring
Count line
40
File name
(), Search by file names
File content
Q1 Search by file content
Overview
v 101.0.124
' app
~ logs

> opensearch
~ opensearch-dashboards

opensearch dashboards.log

> 101.093
> 10.1.0.101

Masking Presets (4)

Q Search..

Name T+
4decimal
[0-8F

all dec

pid

advanced log manager | interface

() Search by file content >

e T Content

15252 {"type"internal”,; @timestamp":"2025-04-11T17:20:47 7", tags"["info”, plugins’,'smartMonitor ], pid":***, module":"Smart
Monitor’,class™"smeRoutes’,code"0, request_id":"1b57f517-7072-4508-936b-3670b4c49a94 " message™"Processing /sme/_ge
{"type"response’; @timestamp:"2025-04-11T17:20:47Z" "tags "[], pid":***,’method":"get, statusCode":200, req":{ "url":"/api/sme

*/*vaccept-language™t

15253 oty
origin’,priority™:'u=4"},remoteAddress":"10.2.5.23 " userAgent":"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko/2(
{'statusCode":200,responseTime":14,contentLength™:9}, ' message""GET /api/sme/_getLicense 200 14ms- 9.08}

15754 {"type"internal’, @timestamp":"2025-04-11T17:20:47 2", tags"["info’, plugins",'smartMonitor ], pid":***, module":"Smart Monit:
nav_settings"},‘query":{}, request_id":'f1d10bc0-f2c7-4215-8545-9f5b597e9dfe’ message™:"Processing GET /_core/nav_setting:

15755 {"type"internal’"@timestamp™:"2025-04-11T17:20:47Z""tags"["info?"plugins"'smartMonitor],'pid"***/module™:"Smart Monit
nav_settings"},'query":{}, request_id":"f1d10bc0-f2c7-4215-8545-9f5b597e9dfe’, message™:"Processing GET /_core/nav_setting:
{"type"response” @timestamp™:"2025-04-11T17:20:477""tags"[],’pid"™"
agent":"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko/2011 Import file

15256 zstd",'osd-system-request":"true”"osd-version":"2.18.0" osd-xsrf""osd-fetc o
maode":"cors’,"sec-fetch-site""same- 1.remoteAddress™"10.2.5.237"u ‘ Monitoring
app/overview'},res":{"statusCode":200, response Time":9,contentLength” Count line
{"type"response’; @timestamp:"2025-04-11T17:20:477"'tags"[],pid"" e <
agent":"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko/201! =

ile name
15257 zstd’ referer”:"httpsy//10.1.0.124:5601/app/overview’, content-type™:"app

mode":"cors’,'sec-fetch-site":"same-origin”,‘priority":"u=4"},'remoteAddres:
Firefox/136.0" referer":"https://10.1.0.124:5601/app/overview "}, res"{'st:

Q) Search by file names

File content
Q) Search by file content
Overview
v 10.1.0.124
~ app
~ logs

> opensearch
~ opensearch-dashboards

opensearch_dashboards.log

Value

\dj4i(?=) > 101.0.93
> 10.1.0101

[0-91*

[0-9]+

pid

Q Search.

ServerIP T User Name Authentication type Operating system
1010101 smosadmin password Linux
1010124 smadmin password Linux
101093 smosadmin password Linux

() Search by file content 50 B [ Format ‘ [ Pause

N2 Content
{"type"response’, @timestamp":"2025-04-14T08:56:487","tags ™[] pid":"*, ' method "'get", statusCode 200, req"{ "url": /api/settings/getAdvanced’, method":"get’,"headers":{"host :"10.1.0.124:5601", user-
agent":"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:137.0) Gecko/20100101 Firefox/137.0" accept"."/*Vaccept-language™:"en-US,en;q=0.5" 'accept-encoding "'gzip, deflate, br,

15445 zstd’, referer"https://10.1.0.124:5601/app/advancedLogManager’, 'content-type""application/json,osd-version™:"2.18.0"osd-xsrf""osd-fetch’,"dnt "1 connection " keep-alive’, sec-fetch-dest "'empty’, 'sec-
fetch-mode™:cors” sec-fetch-site""same-origin’, priority'u=4"}, remoteAddress":"10.2.5.207 userAgent ""Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:137.0) Gecko/20100101
Firefox/137.0"referer”"https://10.1.0.124:5601/app/advancedLogManager '}, res™{ statusCode":200, responseTime™:5, contentLength":9}, message™"GET /api/settings/getAdvanced 200 5ms- 9.087}
{"type"response’ @timestamp":"2025-04-14T08:56:487 ", tags":[]. pid":***/method "'get’, statusCode 200, req":{ url":"/api/v1/configuration/account’, method ""get, headers :{ "host:"10.1.0.124:5601 , user-
agent™:"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:137.0) Gecko/20100101 Firefox/137.0 accept™"/*Vaccept-language™:'en-US,en;q=0.5"7accept-encoding "'gzip, deflate, br,

15446 zstd’, referer"https://10.1.0.124:5601/app/advancedLogManager’, 'content-type""application/json,osd-version™:"2.18.0"osd-xsrf""osd-fetch’,"dnt "1 connection " keep-alive’, sec-fetch-dest "'empty’, 'sec-
fetch-mode™:cors” sec-fetch-site""same-origin’, priority'u=4"}, remoteAddress":"10.2.5.207 userAgent ""Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:137.0) Gecko/20100101
Firefox/137.0referer""https//10.1.0.124:5601/app/advancedLogManager '}, res™{ statusCode ":200, responseTime™:7,'contentLength":9},message":"GET /api/v1/configuration/account 200 7ms - 9.087}
{"type"response’ @timestamp”."2025-04-14T08:56:487", tags":[], pid""",/method "'get’, statusCode 200, req":{ url™:"/api/v1/configuration/roles/internal ,method " "get’ headers™:
{"host""10.1.0.124:5601" user-agent":"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:137.0) Gecko/20100101 Firefox/137.0" accept™""/*Vaccept-language'en-US,en;q=0.5"accept-encading " 'gzip, deflate,

15447 br, zstd " referer”:"httpsy//10.1.0.124:5601/app/advancedLogManager’, content-type ""application/json’, osd-version™"2.18.0" osd-xsrf": 'osd-fetch "dnt "1 " connection - keep-alive’, sec-fetch-
dest""empry’,'sec-fetch-mode":'cors’, sec-fatch-site™:"same-origin \ priority":"u=4"}, remoteAddress":"10.2.5.20" userAgent " Meozilla/5.0 (Windows NT 10.0; Win64; x64; rv:137.0) Gecko/20100101
Firefox/137.0"referer”"https://10.1.0.124:5601/app/advancedLogManager}, res".{ statusCode":200, responseTime":14, contentLength ":9},'message":'GET /api/v1/configuration/roles/internal 200 14ms -
9,087}

15448 {"typeinternal’y @timestamp™:"2025-04-14T08:56:48Z" tags [ "info’ plugins’smartMonitor], pid """, module”:"Smart Monitor’,class""ProxyService’,code™0,"params":{"proxyPath™:"_core/
nav_settings"}, query™{}.request_id":'e5577d8c-0231-4bc3-a3592-90055f4bBdad ' message™: Processing GET /_core/nav_settings "}

15449 {"type’internal;y @timestamp™:"2025-04-14T08:56:487" tags [ "info’ plugins’’smartMonitor’], pid """, module”:"Smart Monitor’,class":"ProxyService’,code™0,"params":{proxyPath™:"_core/
nav_settings”}, query"{}.request_id":'e5577d8c-0231-4bc3-a592-90055f4b8da4’, message ™ Processing GET /_core/nav_settings complete’}

{"type"response’ @timestamp”."2025-04-14T08:56:487", tags":[], pid"""",/method "'get’, statusCode 200, req":{ url™:"/api/sm/_core/nav_settings’,method": eaders”:{"host":"10.1.0.124:5601", user-
agent™:"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:137.0) Gecko/20100101 Firefox/137.0 accept™"/*Vaccept-language™:'en-US,en;q=0.5"7accept-encoding "'gzip, deflate, br,

15450 zstd’, referer"https://10.1.0.124:5601/app/advancedLogManager’, 'content-type""application/json,osd-version™:"2.18.0"osd-xsrf""osd-fetch’,"dnt "1 connection " keep-alive’, sec-fetch-dest "'empty’, 'sec-

m ovnload G
eate a templa

fetch-mode™:cors” sec-fetch-site""same-origin’, priority'u=4"}, remoteAddress":"10.2.5.207 userAgent ""Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:137.0) Gecko/20100101
Firefox/137.0 " referer”"hrrna://10.1.0.174:5601 /ann/advanced| oaManaaer . res™'statusCode" 700 resnonseTima"10 rontent| enarh ™9} ‘'messane’"GFT /ani/sm/ core/nav sertinas 700 10ms-9.0R™

v

|




thanks for your attention!

our contacts:

[=]

follow us on LinkedIn schedule a demo

£ saf.talks
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